Making Everything Easier!”

Learn to:

* Differentiate between “good”
and “bad” applications

* Identify evasive techniques used
by applications

* Implement effective application
and network controls

Brought to you by
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SSL/TLS: Secure Sockets Layer/Transport Layer Security.
A transport layer protocol that provides session-based
encryption and authentication for secure communication
between clients and servers on the Internet.

Stateful inspection: Also known as dynamic packet filtering;
maintains the status of active connections through the firewall
to dynamically allow inbound replies to outbound connections.
TCP: Transmission Control Protocol.

Teamviewer: Teamviewer provides remote control of PCs
over the Internet, allowing a user to instantly take control
over a computer anywhere on the Internet, even through
firewalls.

UDP: User Datagram Protocol.

UltraSurf: UltraSurf implements a proxy with complete trans-
parency and a high level of encryption that enables users to
browse any Web site freely. It is used heavily in countries with
Internet censorship.

URL: Uniform Resource Locator.

VLAN: Virtual Local Area Network.

VolP: Voice over Internet Protocol.

VPN: Virtual Private Network.

zlib: zlib is a software library used for data compression.

These materials are the copyright of Wiley Publishing, Inc. and any
dissemination, distribution, or unauthorized use is strictly prohibited.
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See What You’ve Been Missing

Palo Alto Networks can show you exactly what your firewall
has been missing with the Application Visibility and Risk
Report (AVR Report]. The AVR Report is a network security
evaluation that provides a business risk assessment based on
the analysis of the application traffic traversing the network,
taking into account the different types of applications, how
they are being used and the relative security risk.

To receive a complimentary AVR Report for your organization,
please visit www.paloaltonetworks.com/AVR.

www.paloaltonetworks.com




Regain control of the applications @@

and users on your network! j( Open the book and find:

Traditional firewalls haven’t changed much over
the past 15 years and can no longer protect your
network. That’s because they were never designed
to control all of the evasive, port-hopping, and
encrypted Internet applications that are so  Why traditional firewalls
common today. You've added intrusion prevention, can’t protect your network
proxies, antivirus, URL filtering, and much more —
all to no avail. It’s time to fix the firewall!

* How Enterprise 2.0
applications create new
risks for your organization

* How next-generation
firewalls stand apart from

* What Enterprise 2.0 applications are — and other security solutions

how they create new risks and challenges for - What features and

your organization capabilities you need

* Why traditional firewalls are ineffective in your firewall

against today’s threats — and why quick
fixes and add-on capabilities don’t work

* What a next-generation firewall is — what
itisn’t, and why you need one (or more)

* How to get the most out of your firewall — by
creating effective policies, asking the right
questions, and segmenting your network for
optimum performance Go to Dummies.come

for videos, step-by-step examples,

* Discover advanced features and capabilities — .
how-to articles, or to shop!

that make next-generation firewalls a powerful
solution to protect your network and regain
control

Lawrence C. Miller, CISSP, has worked in

information security for more than 20 years. For Dummies®
He is the coauthor of CISSP For Dummies and A Branded Imprint of
a dozen other titles. He is also a Palo Alto @W] LEY

Networks customer and liked it so much he
bought the company — well, he’s not that
rich (yet) — but he did write this book! Bl e e sl

ISBN 978-0-470-93955-0
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